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������(�2 
	 C>>^? �CC'>�=7?>C: ]�=> '?>6���d, U�?6C>7�?���d 7 A&�'>? XML = �&6C>7?���d 
:]�B&7. ��= z>&' 6���? & U�?6'?>�&� &c�C>= �U&�:6&�=7�>C: C U�='?�?�=?' &�>&�&W=�?CB=d 
'?>&6&7. ��?6�&�?� >��dB&'U&�?�>�: &�>&�&W=�?CB: '&6?�^ C=C>?'� ]�=>� 6���d � &C�&-
7? &�>&�&W=�?CB=d U�?6C>7�?�=� 6���d & U�?6'?>�&� &c�C>= 7 �C>= ]�=�?'�d 6���d = 
U&>?�_=�^��d �W�&]. �]�c&>� Tc�&� B�CC=A=B_== 6���d, B&>&��� U&]7&�:?> 6?>�=]=�&-
7>^ C&&>7?>C>7���=? B�CC�, 7�&C=>^ B&�B�?>��? z�?'?�>� 6���d = &>C?B>^ �?=CU&�^]�?'�? 
B�CC� =�= =d U&6B�CC�. � &C�&7? &�>&�&W=�?CB=d U�?6C>7�?�=� ]�=�?'�d 6���d = B>�-
�^��d �W�&] 7 C&&>7?>C>7== C U&�=>=B&� c?]&UC�&C>= C>�&=>C: &�>&�&W=�?CB: '&6?�^ C�?6C>7 
]�=>�, �?�=]�?'�d 7 �]�c>�7?'&� C=C>?'?. �cC��6?�� :]�B= &U=C�=: '?>6���d. y�: 
]�=>� XML-6&B�'?�> U�?6�W?>C: =CU&�^]&7>^ '?>&6� &cA�CB_== = >?BC>&7&� C>?W�&W�-
A==. ��?6�&�?� �W&�=>' '&6=A=_=�&7��&W& '?>&6 &cA�CB_== C& C�����&� 7�c&�B&� �C>= 
B&6. �&C>�&?� c�&B-Cd?' �W&�=>', U�=W&6�&W& 6�: U�&?B>=�&7�=: C�?6C>7 ]�=>� '?>6�-
��d. �&:C�?� &>B] &> =CU&�^]&7�=: 7 6��&' C���? 6&B�'?�> XML 7 �&�= C>?W&B&�>?��?�. 
�]�c&>�� �?B&'?�6_== U& CU&C&c� = U&C�?6&7>?�^�&C>= U�='?�?�=: &�>&�&W=�?CB=d '?>&-
6&7 ]�=>� '?>6���d. ��=7&6=>C: &U=C�=? &C&c?��&C>?� U�='?�?�=: '?>&6&7 &cA�CB_== = 
>?BC>&7&� C>?W�&W�A==. 

�������� 	�
��:�'?>6���?, &�>&�&W=�?CB: '&6?�^, C=C>?' ]�=>� 6���d, XML, &cA�CB-
_=:, C>?W�&W�A=:, c&�^T=? 6���?. 

���
����: *	�	$���, *.E. R?>&6� ]�=>� '?>6���d 7 A&�'>? XML / 	.�. 	&�&c^?7, 
�.	. R&�d&7 // ��>&�&W=: U�&?B>=�&7�=:. – 2018. – �. 8, %2 (28). - 4.253-264. – DOI: 
10.18287/2223-9537-2018-8-2-253-264. 

�"�&���� 
�c&> 7 ��c&� =] U�?6'?>��d &c�C>?� (���) 7 CA?�? ��B=, >?d�=B= =�= B&''?�_== 

C7:]� C &c�c&>B&� �]�&&c�]��d 6���d. ��= z>&' ]��=>?�^�&? B&�=�?C>7& &c�c>�-
7?'�d 6���d C&C>7�:�> 6���?, >�?c���=? ]�=>�. �>& �? >&�^B& U?�C&��^��? 6�-
��?, �& = 6���?, :7�:��=?C: U�?6'?>&' =�>?��?B>��^�&� C&cC>7?��&C>=, 7 >&' �=C�? >-
B=d ?� �U�7�?�=�, BB W&C�6�C>7?��: = B&''?��?CB:. �=CB=, 7&]�=B��=? 7 C7:]= C 
U�='?�?�=?' '?>6���d, '&��& �C�&7�& �]6?�=>^ � 67? W��UU�: 7�?6�?�=? B&6 = �C-
B��>=? _?��&� =�A&�'_==. V&�^T=�C>7& >B=d 6���d ='?�> �]��? A&�'>�, >=U� = &>-
�&C:>C: B �]��' ���. y���? >B�? '&W�> 6�c�=�&7>^C: 7 C=�� �]�=���d U�=�=�, B �=' 
'&W�> U�='?�:>^C: �]�=���? U�&_?6��� &c�c&>B=. 4&&>7?>C>7?��&, &c�c&>B U&���?'&-
W& �c&� 6���d 6&��� ��=�>^C: C C=C>?'>=]_== = �U&�:6&�?�=: C ���>&' A&�'>&7, 
U�&=Cd&�6?�=: = CU&C&c&7 &c�c&>B=. ��= z>&' 7�:7�:�>C: &c&c�����? 6���? &c &>6?�^-
��d U&6'�&�?C>7d 6���d & ���, 6��W='= C�&7'=, '?>6���?. ��=> '?>6���d :7�:-
?>C: 7���' �U�7�?�=?' =CC�?6&7�=�. 
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1 ����������7'�� =�&9�& ' �=��&�����< $���&���%9 
	 �C>&:�?? 7�?': 7 U&67�:��?' c&�^T=�C>7? ��� =CU&�^]��> '?>&6� c&�^T=d 6�-

��d. �&�=�?C>7& >B=d ��� = &cÜ�'� 6���d �?�B�&��& 7&]�C>�>, �>& 6?�?> &c�c&>B� 
c&�^T=d 6���d B>��^��' = U�=&�=>?>��' �U�7�?�=?' =CC�?6&7�=�. �>& U�=7?�& B 
U&:7�?�=� >B=d >?d�&�&W=�, BB Data Mining, Big data, RDF, XML, Semantic Web [1]. ��= 
z>&' d�B>?��&� &C&c?��&C>^� �c&>� C 6���'= :7�:?>C: �c&> C& C�c& C>��B>��=�&-
7���'= 6���'=, �>& U�=7?�& B U&:7�?�=� >?d�&�&W=� B�CC Semantic Web, RDF = 
XML [2]. � c&�^T=' 6���' U�='?�:�> &U�?6?������ �c&� '?>&6&7 = >?d�=B ��=], 
C�?6= B&>&��d: '?>&6� B�CC Data Mining, �CU&]�7�=? &c�]&7, U�&W�&]�: ��=>=B, 
7=]��=]_=: ��=>=�?CB=d 6���d = 6�. ��='?�&' >?d�&�&W=� = =�C>��'?�>&7 �c&>� C 
c&�^T='= 6���'= :7�:?>C: Hadoop [3]. sCU?T�&C>^ U�&?B> C7:]� C >?', �>& &� �]�c&-
>� � :]�B? Java 7 �'Bd 7��=C�=>?�^�&� U�6=W'� MapReduce, C&W�C�& B&>&�&� U�=-
�&�?�=? �]6?�:?>C: � c&�^T&? B&�=�?C>7& &6=�B&7�d z�?'?�>���d ]6�=�, 7�U&��=-
'�d � �]�d B�C>?� = ]>?' C7&6='�d 7 B&�?���� �?]��^>>. ��=7?6����? C7?6?�=: & 
U�&?B>? Hadoop &cÜ:C�:�> ?W& _?��&C>^ 6�: &c�c&>B= c&�^T=d 6���d – B�C>?��: &c�-
c&>B U&]7&�:?> C��?C>7?��& C&B�>=>^ 7�?'?���? ]>�>� � &c�c&>B� c&�^T=d &cÜ�'&7 
6���d, �>& &C&c?��& 7��& U�= �C�&7== 7�C&B&� CB&�&C>= =]'?�?�=: c&�^T=d 6���d. 
��=> Big Data C��?C>7?��& &>�=�?>C: &> ]�=>�, �CC�=>��&� � &c�c&>B� >&�^B& 
&c����d 6���d (&>�=���=dC: �c&�&' U�=]�B&7 - volume, velocity, variety). 

V?]&UC�&C>^ c&�^T=d 6���d ='??> 67 �U�7�?�=:: �U�7�?�=? c?]&UC�&C>^� c&�^-
T=d 6���d; �]�c&>B = U�='?�?�=? C�?6C>7 ]�=>� c&�^T=d 6���d. �]�c&>B C=C>?'� 
]�=>� c&�^T=d 6���d 6&��� U�&=]7&6=>^C: C =CU&�^]&7�=?' �:6 '?>&6&7 = >?d�=B 
��=], U�='?�='�d B c&�^T=' 6���'. �6�=' =] >B=d '?>&6&7 :7�:?>C: &�>&�&W=�?CB=� 
��=] = &U=C�=? 6���d C 7�6?�?�=?' '?>6���d [4]. ��?='��?C>7 &�>&�&W=�?CB&W& 
U&6d&6 C&C>&:> 7 W=cB&C>= &�>&�&W==, >.?. 7&]'&��&C>= c�C>�&W& =]'?�?�=:, 7 >&' �=C�? 
6&c7�?�=: �&7�d z�?'?�>&7 6���d c?] B�6=��^�&� U?�?�c&>B= ��? C&]6��&� &�>&�&-
W==. ��&'? >&W&, &�>&�&W=�?CB=� ��=] 6���d U&]7&�:?> �]6?�=>^ =d � �?B&>&��? B�C-
C�, �>&, 7 C7&� &�?�?6^, 6�> 7&]'&��&C>^ �]�c&>B= U�&_?6�� &c�c&>B= 6���d, U�=�6-
�?��=d B &6�&'� B�CC� [5]. 

R&6?�^ ��� '&��& U�?6C>7=>^ 7 C�?6���?' 7=6? [6]: 	 
RIU,T,F,=M n , , W6? 
}A 1,a |f{ a ��F  - '�&�?C>7& A��B_=� C=C>?'�; 

}J 1,j |t{ i ��T  - '�&�?C>7& ]6� &c�c&>B= =�A&�'_==; 
}K 1,k |u{ k ��U  - '�&�?C>7& U&�^]&7>?�?�; 

��(II �7dI �  - '�&�?C>7& 6���d ���; 
} x |i{ 7d �(

x
�( XI ��  - '�&�?C>7& 6���d, �?&cd&6='�d 6�: &c?CU?�?�=: =�A&�'_=&���d 

U&>�?c�&C>?� C=C>?'�; 
}X  x |i{ 7�d7�d �x

��(I �  - '�&�?C>7& 6���d, :7�:��=dC: �?]��^>>&' 7]='&6?�C>7=: U&�^-
]&7>?�?� = A��B_=� C=C>?'�; 

}L 1,l |r{ l ��R  - '�&�?C>7& &>�&T?�=� '?�6� B&'U&�?�>'= F , T , U , I . 
� &C�&7? �B]��&� '&6?�= &C��?C>7�:?' U?�?d&6 B &U=C�=� C?'�>=B= &�>&�&W==:  

F, V, S, HO � , W6? 
F - '�&�?C>7& A��B_=�, 7�U&��:?'�d C=C>?'&�; 
V - '�&�?C>7& &U�?6?�?�=� �B]���d A��B_=�; 
S - '�&�?C>7& &>�&T?�=� '?�6� A��B_=:'=; 
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H - '�&�?C>7& U�7=� =CU&�^]&7�=: A��B_=� C=C>?'�, �>& U&]7&�:?> �]6?�=>^ ?� � 
C&C>7�:��=? z�?'?�>�. 

��>&�&W=?� �]�7�> :7�&? &U=C�=? '�&�?C>7 &cÜ?B>&7 = C7:]?� '?�6� �='=, >.?. 
C>��B>��=�&7���� C�&7�^. ���'= C�&7'=, &�>&�&W=: &U�?6?�:?> '�&�?C>7& C���&C>?�, 
&U=C�7��=d = U�?6C>7�:��=d ���, = �&W=�?CB=? 7���?�=: C&&>�&T?�=� >?�'=�&7 
6��W C 6��W&'. �B&? &U=C�=? 7�W�:6=> BB �?>7��B 7=6  

O=(E, D, R, P), W6? 
E - '�&�?C>7& C���&C>?� (>?�'=��, B�CC�, &cÜ?B>�, &>�&T?�=: = A��B_==); 
D - '�&�?C>7& &U�?6?�?�=� C���&C>?�; 
R - '�&�?C>7& &>�&T?�=� '?�6� C���&C>:'=; 
P - '�&�?C>7& U�7=� =CU&�^]&7�=: C���&C>?�. 
��>&�&W=�?CB=� ��=] U�?6C>7�:?> C&c&� �]6?�?�=? 6���d � B�CC� C U&C�?6��-

�=' 7�6?�?�=?' U&6B�CC&7 = zB]?'U�:�&7 6���d B�CC&7,  >B�? &>�&T?�=� '?�6� �=-
'=. 

4��?C>7��> C�?6���=? >=U� &�>&�&W=�: W?�?�&W=:, U�>&�&'=:, >�=c�>=7�: C>��B-
>��, >BC&�&'=: = A��B_=&��^�&C>=. �?�?�&W=?� �]�7�> &�>&�&W=�, &U=C�7���� 
&>�&T?�=: >=U «&>?_-C��», U�>&�&'=: �CC'>�=7?> &>�&T?�=: «='??>-�C>^», >BC&�&-
'=: – «�&6-7=6». �>& &U=C�7?>C: U�= U&'&�= &�>&�&W=� 6��W=d 67�d >=U&7, &�?7=6�& [7]. 

�c���& &�>&�&W== =CU&�^]��> :]�B, ='?��=� ��>B=? �]�=�=: '?�6� B�CC'=, C7&�-
C>7'= = &>�&T?�=:'=. �?B&>&��? =�C>��'?�>�^��? C�?6C>7 U&66?��=7�> 7>&'>=]=-
�&7��&? =CU&�^]&7�=? &�>&�&W=�, &c?CU?�=7: �CT=�?���? 7&]'&��&C>= 7 &>�&T?�== 
=�>?��?B>��^��d U�=�&�?�=�. ��&'? >&W&, &�>&�&W== U&]7&�:�> &C��?C>7�:>^ &U=C�=? = 
C>��B>��=]_=� '?>6���d [7, 8]. 

2 ����������7'�2 $�&��� 7�7��$% 5�Z��% &���%9 
	 6��&� C>>^? U�= U&C>�&?�== C=C>?'� ]�=>� 6���d =CU&�^]&7�C^ &�>&�&W=�?CB: 

'&6?�^, C&C>&:�: =] >��d B&'U&�?�>: &�>&�&W=�?CB=? U�?6C>7�?�=: ]�=�?'�d 6���d, 
B>��^��? �W�&]�, C�?6C>7 ]�=>�. �B: '&6?�^ U&]7&�:?> �]�c>�7>^ C=C>?'� ]�=-
>� BB c&�^T=d, >B = >�6=_=&���d 6���d [9]. 

	 U?�7�� &�?�?6^ C>�&=>C: &�>&�&W=�?CB: '&6?�^ ]�=�?'�d 6���d. ��=�?'�? 
6���? '&��& �C�&7�& �]6?�=>^ U& U�?6'?>�&� �U�7�?��&C>=, U& 7=6� 6���d = U& U�&-
_?CC� &c�c&>B=, 7 B&>&�&' &�= ��C>7��>. 	 �B]���d B�CCd 7�6?�:�>C: U&6B�CC� =, 
7&]'&��&, C���&C>=. �&���?���? U&6B�CC� >B�? '&��& �]6?�=>^ � U&6B�CC� = >.6. 

� U�='?��, U�= �]6?�?�== 6���d U& U�?6'?>�&� �U�7�?��&C>= 7�6?�:�> C�?6���=? 
B�CC�: W&C�6�C>7?��: >��, B&''?��?CB: >��, c�B&7CB: >��, U�&A?CC=&��^�: 
>��, C���?c�: >��, U?�C&��^��? 6���? = =�>?��?B>��^�: C&cC>7?��&C>^.  


��&W=���' &c�]&' C&C>7�:?>C: &�>&�&W=�?CB&? U�?6C>7�?�=? �W�&], B>��^��d 
6�: 6��&� ���. ��= z>&' �W�&]� 6?�:> U& U�?6�'?�?��&C>=, 7�6?�:: 7 �=d U�?6�'?�?�-
��? = �?U�?6�'?�?���?, U& 7&]6?�C>7=� (���T?�=? A=]=�?CB&� _?�&C>�&C>=, �?C�B_=&-
�=�&7��: '&6=A=B_=:, �?C�B_=&�=�&7��&? U&���?�=? = �?C�B_=&�=�&7��&? �]-
'�&�?�=?), U& 6?C>c=�=]=����=' AB>&�', U& C�cÜ?B>� �?U&C�?6C>7?��&� �?�=]_==. 

��6: ��� d�B>?�=]�?>C: C7&=' �c&�&' ]�=�?'�d 6���d = =�6=7=6��^��' 
�c&�&' B>��^��d �W�&], = U�?6CB]>^ ]��?? '&6?�^, U&6d&6:��� 6�: B&�B�?>�&� ���, 
�?7&]'&��&. �B �? =�6=7=6��?� 6�: B�6&� ��� = �c&� zB]?'U�:�&7 ]�=�?'�d 6�-
��d. �&z>&'� 7 C>>^? U�?6�W?>C: �?B=� Tc�&�, B&>&��� 6�: B�6&� ��� U&]7&�:?> 6?-
>�=]=�&7>^ C&&>7?>C>7���=? B�CC�, 7�&C=>^ B&�B�?>��? z�?'?�>� 6���d = &>C?B>^ �?-
=CU&�^]�?'�? 7 6��&� ��� B�CC� =�= =d U&6B�CC�. 
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� &C�&7? &�>&�&W=�?CB=d U�?6C>7�?�=� ]�=�?'�d 6���d = B>��^��d �W�&] 7 C&-
&>7?>C>7== C U&�=>=B&� c?]&UC�&C>= B&�B�?>�&� ��� C>�&=>C: &�>&�&W=�?CB: '&6?�^ 
C�?6C>7 ]�=>�, �?�=]�?'�d 7 �]�c>�7?'&� C=C>?'?. 	 C���? =CU&�^]&7�=: 7 ��� 
>?d�&�&W=� Big Data, 7�c=�?'�? C�?6C>7 ]�=>� �?CB&�^B& &>�=��>C: &> >�6=_=&���d, 
B U�='?��, &�= 6&���� &c�6>^ A��B_=:'= C'&&c��?�=:. 

�B=' &c�]&', C>�&=>C: >��dB&'U&�?�>�: &�>&�&W=�?CB: '&6?�^ �]�c>�7?'&� C=-
C>?'� ]�=>�, � c]? B&>&�&� C>�&=>C: U�&W�''��� B&6 C=C>?'� ]�=>� 6���d. �?U&-
C�?6C>7?���� U?�?d&6 &> &�>&�&W=�?CB&� '&6?�= B �U=C�=� U�&W�''�&W& B&6 7&]'&�?� 
7 C=�� 7&]'&��&C>= ]6�=: 7 &�>&�&W=�?CB&� '&6?�= >=U&7 6���d = &>�&T?�=� '?�6� 
z>='= 6���'=, �>& U&]7&�:?> &U=C�7>^ 7 B&6? B&�B�?>��? A��B_== = U�&_?6���. ��&'? 
>&W&, &�>&�&W=�?CB: '&6?�^ 6���d :7�:?>C: &cÜ?B>�&-&�=?�>=�&7��&�, �>& U&]7&�:?> C&-
]6>^ � ?� &C�&7? &cÜ?B>�&-&�=?�>=�&7���� B&6. 

3 /=�(�H�'� �=�7���2 $���&���%9 � 25%'� �9 �=�7���2 
��= ��=]? 6���d & ���, = c&�^T=d 6���d 7 >&' �=C�?, 7�6?�:�>C: '?>6���?, 7 

C&&>7?>C>7== C B&>&��'= 6���? W��UU=���>C: = 6?�:>C: � B�CC�. 	 C���? U&7�?�6?�=: 
'?>6���d (�U�='?�, U�?6�'?�?��&? =CB�?�=? A&�'>&7 6���d), C&c����? 6���? & 
��� 7�&7^ U�?7���>C: 7 d&>=���� �c&�, B&>&��� �?U�=W&6?� 6�: &c�c&>B= c?] U&-
7>&��&W& 7�6?�?�=: '?>6���d. �&z>&'� ]�=> '?>6���d :7�:?>C: &C�&7��' z�?'?�-
>&' U�&_?CC ]�=>� 6���d. �=c&�?? �C>& '?>6���? U�?6C>7�:�>C: 7 A&�'? &�>&�&-
W==. 	 C7&� &�?�?6^, '?>6���? >B�? '&W�> c�>^ �]6?�?�� � &>6?�^��? W��UU�. y�: 
&U=C�=: '?>6���d &c���& U�='?�:�> C>��B>��=�&7���? :]�B=: XML, OWL, RDF, 
RDFS = 6��W=? [1].  

��= =CU&�^]&7�== :]�B XML C=C>?' &U=C�7?>C: 7 7=6? >?W&7 = =d >�=c�>&7. �B: 
&�W�=]_=: U&]7&�:?> C&]6>^ '&6?�^ C=C>?'� ��c&� C>?U?�= C�&��&C>= U�= &6�&' &W�-
�=�?�==: B&��?7&� z�?'?�> &U=C�7?'&� C>��B>��� 6&��?� c�>^ >&�^B& &6=�. 

�=c&�?? �C>& 6�: &U=C�=: &�>&�&W=� U�='?�:?>C: :]�B OWL (Ontology Web 
Language). ��>&�&W=:, U�='?�:?': 7 OWL, '&�?> 7B���>^ &U=C�=: B�CC&7, C7&�C>7 = 
'?>&6&7. ��= z>&' A&�'�^�: C?'�>=B OWL &U�?6?�:?> CU&C&c� U&���?�=: ?� �&W=�?-
CB=d U&C�?6C>7=� – AB>&7, �? U�=C�>C>7���=d :7��' &c�]&' 7 &�>&�&W==, �& 7�]7���d 
C?'�>=B&�. �> 7&]'&��&C>^ '&�?> c]=�&7>^C: � &6�&' 6&B�'?�>? =�= '�&�?C>7? �C-
U�?6?�����d 6&B�'?�>&7, &cÜ?6=�����d C =CU&�^]&7�=?' &U�?6?�����d '?d�=]'&7 :]�B 
OWL.  

�&CB&�^B� 6���?, 6�: ]�=>� B&>&��d �]�c>�7?>C: C=C>?', ='?�> &U�?6?������ 
]��='&C>^ 6�: ���, ]�=>? '?>6���d (7B���: =CU&�^]�?'�? 6�: U&C>�&?�=: >��dB&'-
U&�?�>�&� '&6?�=) >B�? >�?c�?>C: �6?�=>^ 7�='�=?. 

�CC'&>�?���? :]�B= &U=C�=: '?>6���d :7�:�>C: �&6C>7?���'= U& &>�&T?�=� 6��W 
B 6��W�, U&CB&�^B� U�?6C>7�:�> C&c&� :]�B XML = ?W& '&6=A=B_==. 4�?6&7>?�^�&, '?-
>&6� ]�=>�, U�='?�='�? 6�: :]�B XML, �c&>�> = 7 &>�&T?�== &C>�^��d :]�B&7 &U=-
C�=: '?>6���d [10-12]. 

4 @��$������ $���&�" �4H!7'�(�� &�2 5�Z��% $���&���%9 
�=c&�?? �C>& 6�: 6&B�'?�>&7 XML U�='?�:�>C: '?>&6� &cA�CB_== («]U�>�7�=:») 

B&6. � �=C��B? 1 U�?6C>7�?� =?��d=�?CB: Cd?' B�CC=A=B_== '?>6���d � U�='?-
�? �]��d >=U&7 �?C��C&7,  � �=C��B? 2 - XML-U�?6C>7�?�=? U�='?� B�CC=A=B_== '?-
>6���d 6�: �]��d >=U&7 �?C��C&7. 
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�=C��&B 1 - �?��d=�?CB: Cd?' B�CC=A=B_== '?>6���d � U�='?�? �]��d >=U&7 �?C��C&7   

 
y�: «]U�>�7�=:» XML- B&6 (�=C��&B 2) �C>& =CU&�^]�?>C: C�?6���=� '?>&6: 7�c=-

�?>C: C������� A�W'?�> XML- B&6, U&C�? �?W& 7 =Cd&6�&' >?BC>? 7�c=�?>C: CU&C&c ]-
U�>�7�=: C C&d��?�=?' =Cd&6�&� �&W=�?CB&� U&C�?6&7>?�^�&C>=, U&C�? �?W& 7�c����� 
B�C&B B&6 ]'?�:?>C: U&���?���' [13]. ��= z>&' C�?6�?> 7�c=�>^ �&7�� CU&C&c U�?6C>7-
�?�=: >B=' &c�]&', �>&c� &� �? '&W 7���>^ U&�>= �=�?W&, B�&'? =Cd&6�&� �&W=B=. ��=-
7?6�' U�&C>?�T=� U�='?� >B&� &U?�_==. � �=C��B? 3 U�=7?6?� Cd?' 7�6?�?��&W& 
A�W'?�> XML- B&6 =] �=C��B 1. y�?? =]'?�=' C>��B>��� A�W'?�> XML- B&6 U& Cd?-
'?, U�?6C>7�?��&� � �=C��B? 4, = C' XML- B&6 � �=C��B? 5.�
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�������	
����������	������������������������
���� ! ""#���
���$% &&'(') *'+,- .' "�,���
�����/0,&0!�.1 "'23��
�����/0,0�"04�"'2,),.�&5.&5,-,*�%063��
�����/0,-07601"0&�',%08'9�&)080,-#-0! 3��
����3$% &&'(') *'+,- .' "�,���
���$% &&'(') *'+,- .' "�,���
����:"5�.�""'�,6�� ! ""#�3��
����;!6'"'&�. �'-"#�,6�� ! ""#�3��
����<='& ��%>"#�,6�� ! ""#�3��
���3$% &&'(') *'+,- .' "�,����
���?0.6 ���
����/0,0@- �5,',=0!.0A"0&�',�'=0-,0='&#- �6#@,.�&5.&0-3��
����/0,4'.'"�,',=0!.0A"0&�',0A% &�',0='& "'+,.�&5.&0-3��
���3?0.6 ���
���/0,=.�!6��"#6,0A% &�+6��
����B%+,0='& "'+, .@'-0-,',C%�)�.0""#@,.�&5.&0-3��
����B%+,0='& "'+,=�.&0",',0.8 "'7 *'D3��
����B%+,0='& "'+,A'A%'08. ('9�&)'@,.�&5.&0-3��
����B%+,0='& "'+,657�D"#@,','&�0.'9�&)'@,*�""0&��D3��
����B%+,0='& "'+,'7! ��%>&)0D,=.0!5)*''3��
����B%+,).'&� %%08. ('9�&)0D,'"(0.6 *''3��
����B%+,. A0�#,&,'70A. 1�"'+6',&0,&=5�"')0-3��
����B%+,0='& "'+,"0-0&��D3��
���3/0,=.�!6��"#6,0A% &�+6��
�3��� ! ""#���

�=C��&B 2 - XML-U�?6C>7�?�=? U�='?� B�CC=A=B_== '?>6���d 6�: �]��d >=U&7 �?C��C&7 

 

�=C��&B 3 - 4>��B>�� 7�6?�?��&W& A�W'?�> XML-B&6 

 
�=C��&B 4 - 4>��B>�� =]'?����&W& A�W'?�> B&6, W6? «7�=�> �», «y��W=?», «��&�=?» = «�=BB=?»  

6&c7�?�� 6�: ]U�>�7�=: XML- B&6 
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���$% &&'(') *'+,- .' "�,E��
����:"5�.�""'�,6�� ! ""#�3��
����B.58'���
�����;!6'"'&�. �'-"#�,6�� ! ""#�3��
�����/.09'���
������<='& ��%>"#�,6�� ! ""#���
�������F "��,"�'7-�&�"#�3��
�����3<='& ��%>"#�,6�� ! ""#���
������G') )'�3��
�����3/.09'���
����3B.58'���
���3$% &&'(') *'+,- .' "�,E��
���E��H�I	�J�J��
����EEE3��
���3E���

�=C��&B 5 - �]'?������ A�W'?�> B&6 

�B 7=6�& =] �=C��B&7 2 = 5, 7 =Cd&6�&' XML-6&B�'?�>? 7�c�� �C>^, &U=C�7��: 
�]6?�?�=? '?>6���d � 7��>�?��=?, 6'=�=C>�>=7��? = &U=C>?�^��?, = =]'?��� z>&> 
��C>&B B&6, BB U&B]�& � �=C��B? 6.  

 
�������	
����������	������������������������
���� ! ""#���
���$% &&'(') *'+,- .' "�,���
�����/0,&0!�.1 "'23��
�����/0,0�"04�"'2,),.�&5.&5,-,*�%063��
�����/0,-07601"0&�',%08'9�&)080,-#-0! 3��
����3$% &&'(') *'+,- .' "�,���
�$% &&'(') *'+,- .' "�,E��
����:"5�.�""'�,6�� ! ""#�3��
����B.58'���
�����;!6'"'&�. �'-"#�,6�� ! ""#�3��
������/.09'���
�������<='& ��%>"#�,6�� ! ""#���
�������F "��,"�'7-�&�"#�3��
������3<='& ��%>"#�,6�� ! ""#���
������G') )'�3��
����3/.09'���
�3B.58'���
���3$% &&'(') *'+,- .' "�,E��
���E��H�I	�J�J��
����EEE3��
���3E���
���?0.6 ���
����/0,0@- �5,',=0!.0A"0&�',�'=0-,0='&#- �6#@,.�&5.&0-3��
����/0,4'.'"�,',=0!.0A"0&�',0A% &�',0='& "'+,.�&5.&0-3��
���3?0.6 ���
���/0,=.�!6��"#6,0A% &�+6��
����B%+,0='& "'+, .@'-0-,',C%�)�.0""#@,.�&5.&0-3��
����B%+,0='& "'+,=�.&0",',0.8 "'7 *'D3��
����B%+,0='& "'+,A'A%'08. ('9�&)'@,.�&5.&0-3��
����B%+,0='& "'+,657�D"#@,','&�0.'9�&)'@,*�""0&��D3��
����B%+,0='& "'+,'7! ��%>&)0D,=.0!5)*''3��
����B%+,).'&� %%08. ('9�&)0D,'"(0.6 *''3��
����B%+,. A0�#,&,'70A. 1�"'+6',&0,&=5�"')0-3��
����B%+,0='& "'+,"0-0&��D3��
���3/0,=.�!6��"#6,0A% &�+6��
�3��� ! ""#���

�=C��&B 6 - �?]��^>> &cA�CB_== 

�] �=C��B 6 7=6�&, �>& U&���?���� 7 �?]��^>>? 6&B�'?�> C>� '?�?? B&'UB>��', �?' 
=Cd&6���, = '?�?? U&�:>��'. �6�B&, U�= �?��== 7�6?�=>^ =Cd&6��� B&6 7C� �? '&��&. 
��?6C>7�?���� '?>&6 &cA�CB_== '&��& 6&�c&>>^, U�=C7&=7 B�6&� �C>= B&6 U&�:6-
B&7�� �&'?�. y�?? =CU&�^]�?>C: U�&W�''��� W?�?�>&� C������d �=C?�, �>&c� U&���=>^ 
U&�:6B&7�� �&'?� >��CA&�'=��?'&W& ��C>B. �C��?C>7�:?>C: ]'?� 7�c���&W& B�CB 
B&6 � =]'?������. �] CU=CB 7&]'&���d ]��?�=� =CB���?>C: U&�:6B&7�� �&'?� =]'?-
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����&� �C>= = 7�&7^ ]U�CB?>C: W?�?�>&� C������d �=C?�, =]'?�:?>C: �C>^ B&6 = >B 6& 
>?d U&�, U&B 7C? ��C>B= B&6 �? c�6�> >��CA&�'=�&7��. V�&B-Cd?' C&&>7?>C>7���?W& 
�W&�=>' U�=7?6?� � �=C��B? 7. 

 

�=C��&B 7 - V�&B-Cd?' =]'?����&W& �W&�=>' &cA�CB_== 

R&�?> c�>^ 7�c�� = '?�?? �CU�&C>������� '?>&6 &cA�CB_==, �U�='?�, U�='?�?-
�=? C7&?&c�]�&� «'>��TB=», >.?. 7C>7B= �? ='?��=d ]��?�=: 7 B&�>?BC>? ��� C>�&B �?-
�?] C>�&B� B&6 C ��� = B&�_ 6&B�'?�> B C?�?6=�?. �&���?���� >?BC> C 7B���?�=?' �?-
]���=d C�&7 (�U�='?�, Desyat_negrityat = >.6. - c��C>) U�=7?6�� � �=C��B? 8. �B 7=6�& 
=] �=C��B&7 2, 6 = 8, =CU&�^]&7�=? &cA�CB_== 6?�C>7=>?�^�& ]>��6�:?> �>?�=? =, C�?6&-
7>?�^�&, U&�='�=? B&6, �& ='??> &U�?6?�����? �?6&C>>B=, C�?6= B&>&��d �7?�=�?�=? 
�]'?� XML-B&6 = 7&]'&��&C>^ U�= �?��== 7C� �? &U�?6?�=>^ =Cd&6��� B&6 [14].  

5 /���������H�2 XML-'�&� 
XML-6&B�'?�>� �C>& U�='?�:�>C: 7 C7:]= C& C>?W�&W�A=?�,  ='?��& – '?>&6&' =]-

'?�?�=: U&�:6B C�?6&7�=: >�=c�>&7 7 A��d C �]'?>B&� = �:6&' 6��W=d �W&�=>'&7. 
��= z>&' XML-6&B�'?�> =CU&�^]�?>C: 7 B�?C>7? C>?W&B&�>?��?� [15]. � U�='?��, CB��7-
?': =�A&�'_=: '&�?> c�>^ 7C>�&?� 7 ]�?]?�7=�&7���? U&�:, U�?6�]��?���? 6�: '?-
>6���d. �& 7 6��&' C���? '?>6���?, ]U=C���? 7 A&�'>? XML, :7�:�>C: C&cC>7?�-
�& C>?W&. ��= z>&' �&W=��& 7&CU&�^]&7>^C: '?>&6'= >?BC>&7&� C>?W�&W�A==, B&W6 B&�-
>?��?� U�?6C>7�:?> C&c&� >?BC>&7�� A��. �?�?6 ]U=C^� C>?W& T=A��?>C:,  U�= �>?�== 
�CT=A�&7�7?>C:.  

���&

��=C7=7�=? U&�:6B&-
7�d �&'?�&7 ��C>B' 

=Cd&6�&W& B&6 

�U�CB W?�?�>&� C��-
����d �=C?� 

���CA&�'_=: ��C>B 
B&6 U&6 U&���?���' 

�&'?�&'

	?C^ B&6 
=]'?���?

�CB���=>^ �&'?� 
=]'?����&W& 
��C>B B&6 

B&�?_
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'&6?�^ >B�? U�?6C>7�:?> C&c&� &�>&�&W=�, 7 C>>^? �CC'&>�?�� U�='?�:?'�? '?>&6� 
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Abstract 
The article discusses the protection of metadata presented in XML and related languages. At the same time data on the 
subject area are ordered using ontological methods. A three-component ontological model of the data protection system 
is proposed on the basis of ontological representations of domain data in terms of protected data and potential threats. A 
data classification template has been developed that allows you to detail the corresponding classes, enter specific data 
elements, and cut off unused classes or their subclasses. Based on ontological representations of protected data and ac-
tual threats, in accordance with the security policy, an ontological model of the protection tools implemented in the de-
veloped system is built. The languages for describing metadata are discussed. It is suggested to use the methods of ob-
fuscation and text steganography to protect the XML document. An algorithm of the modified obfuscation method with 
random sampling of a part of the code is proposed. A block diagram of an algorithm suitable for the design of metadata 
protection facilities is constructed. Explanation of the decision to not use the XML document as a stegocontainer is 
made. Recommendations on the method and sequence of application of ontological metadata protection methods were 
developed. A description is also given of the specifics of the use of methods of obfuscation and text steganography. 

Keywords: metadata, ontology model, data protection system, XML, obfuscation, steganography, big data. 
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